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1 Executive Summary 
For this assignment we have been instructed to perform a penetration test against a web                             
application which we have been provided with. We have been told to test this application                             
for vulnerabilities and document our results. Our testing of the application has been                         
conducted as a real world attacker’s would have been, as we searched for vulnerabilities                           
within the application before exploiting those found, with the goal of damaging the owning                           
company by stealing its data, damaging its reputation, or causing it financial issues. This                           
report details our findings and recommendations for the company as to steps they should                           
take immediately to patch up the vulnerabilities that we have found.   
 

1.1 Summary of Results 
Our testing of the site has found multiple critical vulnerabilities that allow attackers to                           
bypass authentication, view and change data in the database, perform cross-site scripting                       
(XSS) attacks on the site’s users, and even steal the source code of the site. Some of these                                   
vulnerabilities are very easy for attackers to exploit and some require more complex                         
approaches. We have been able to access the admin account of the site, create new admin                               
accounts, perform stored and reflective XSS attacks, access the MySQL database remotely                       
(allowing us to steal data from it), perform a cross-site request forgery attack, and access                             
the source code of the site.  
 
The site is not following best security practices such as sanitizing user input, hashing used                             
passwords and sending sensitive data over HTTPS. There is very high chance of the site                             
being attacked due to the ease of exploitation of these vulnerabilities, as some of them                             
only require basic web security knowledge to discover and exploit. This could cause a large                             
amount of financial trouble to the site’s owners as they could be fined under the Data                               
Protection Act (1998) if the site’s user data is stolen. It can be argued the site has failed to                                     
follow even basic web security practices.  
 
There is a high risk to the users of the site of having their personal data stolen due to the                                       
fact that it is not encrypted when it is sent or stored, and can be can be viewed in plaintext                                       
on the admin panel (which does not require user authentication to view). The database                           
password is exposed in a ​/notes/ folder and MySQL is configured to allow remote logins.                             
The source code of the site which contains the hardcoded database login details is                           
available in a ​html.tar.gz​ file on the site. 
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2 Findings 
Below are are the vulnerabilities that we have found when testing the site. We show the                               
steps that are required to exploit each vulnerability and the result of a successful exploit.                             
More details such as the cause of the vulnerability and how to fix it can be found in the                                     
Appendix section. 

2.1 Access Control Vulnerabilities  
Access control mechanisms prevent certain types of users from using certain features that                         
they are not authorised to use. Access control vulnerabilities allow users to perform actions                           
or view things even though they are not authorised to do so. [1] 

2.1.1 View Admin Page as Non-Admin User 
Likelihood: ​High, scanning for admin page can be automated using free tools. 

 
The admin page of the site does not check that a user is authenticated, thus                             
allowing unauthorized users to view the admin panel of the site without logging                         
in. This exists because the site does not check if a user is logged in as an admin. This                                     
exposes a number of confidential information such as messages from the sites                       
users, account passwords, and the order history for all of the users of the site and is                                 
a violation of the site users privacy. If an attacker exposed this information it would                             
cause reputational damage to the site and this could result in financial damage as                           
well. Additionally, it would lead to the loss of trust between the user and site causing                               
the site’s user base to decrease and lower the chances of repeat customers,                         
affecting the business as a whole. To fix this, the site should check the user's cookie                               
to see if they have a session token and if the token is an admin user. 

 4 
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2.1.2 Directory Listings 
Likelihood: ​High - Can be automated using free tools such as DirBuster 

If the web server that a site is running on is not configured to disable directory                               
listing, an attacker could be able to retrieve confidential information. The site does                         
not disable directory listing and we were able to retrieve highly sensitive information                         
such as passwords. We used a tool called DirBuster to scan the site (using a                             
wordlist) for directories and files, using this tool we discovered that all of the images                             
used by the site can be viewed by going to ​/images/​, but more importantly we                             
discovered that there is a ​/notes/ directory on the site that contains the database                           
schema for the site and also login information for the database. This could allow an                             
attacker to login to the database and steal a user's private information such as                           
passwords and credit card details. DirBuster also found a file called ​html.tar.gz                       
that contains the full source code for the application. An attacker can use the sites                             
source code to find vulnerabilities and knowing the database schema can be useful                         
when trying to exploit them.  
In the above images you can see the dirbuster output where it shows the                           
html.tar.gz​ file and the ​/notes/​ directory. 
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Also shown below is a copy of the sites source code that DirBuster found in a                               
html.tar.gz archive on the server. It contains the source code for every page on                           
the site including ​mysql.php which contains the database login details. This can be                         
fixed by deleting the ​html.tar.gz and ​/notes/ folder and using an ​.htacces​s to                         
disable directory listing on the Apache web server. 
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2.1.3 MySQL Remote Login 
 

Likelihood: ​High - The login details are in a easy to find public folder on the site 
 

 
After finding the login details in the notes file detailed above we were able to                             
remotely log into the MySQL database and view confidential information. This is                       
because the MySQL process on the server is configured to allow remote logins. This                           
could allow an attacker to steal all of the data contained within the database such as                               
user passwords and credit card details. The database is also protected by an                         
insecure password. The password for the root MySQL account is root. This is really                           
easy password for an attacker to guess. This vulnerability shows multiple breaches                       
to user privacy as well. If such an attack occurred, it would affect the business's                             
reputation negatively.   
MySQL should be configured to not allow remote connections and the password                       
protecting the accounts should be a strong random string consisting of numbers,                       
characters, and even special characters. 

 

   

 7 



 
SCC 363 - Attack Report 20th March 2017 

2.2 SQL Injection Vulnerabilities  
SQL injection vulnerabilities allow the insertion of SQL statements from the client to the                           
database through user input. An SQL injection may allow an attacker to read data such as                               
usernames and passwords from the database or they may allow an attacker to trick the                             
application into performing actions such as registering an admin user account or changing                         
an admin user's password [2]. 

2.2.1 Login Bypass  
Likelihood: ​High - This is a very common and easy to find vulnerability  

 
There exists a sql injection vulnerability in the sign in page of the application that                             
could allow an attacker to login to any account without knowing the password. This                           
exists because the application failed to sanitize the user input before using it in a                             
SQL query. The statement below will use a comment to end the SQL query before it                               
compares the password, MySQL will check for a username called ‘admin’ and the                         
comment will stop the query, the result will then return true and the attacker will be                               
logged in. This exposes user accounts to attacker. To fix this the site should sanitize                             
all user input before it is used and should use parameterized queries when                         
performing actions on the database.  
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2.2.2 Admin User Registration 
Likelihood: ​High - An attacker would need to know the layout of the database                           
tables but this can be obtained from the notes folder and the attack can be                             
performed using automated tools such as SQLMap [3]. 
 

 
There is a SQL injection vulnerability in the signup page for the site that could allow                               
an attacker to register a new user as a admin account. This exists as the site does                                 
not sanitize user input before it is used to query the database. This causes loss of                               
integrity of the site as anyone is able to be an admin user and also exposes users                                 
private information on the admin page. This vulnerability can be fixed by sanitizing                         
user input before it is used and by using parameterized queries.  
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2.2.3 Change Another User's Password 
Likelihood: ​High - The database layout can be easily guessed and the attack can be 
performed using automated tools such as SQLMap [3]. 

 
There exists a vulnerability in the payments page that could allow an attacker to                           
change the password of another user. This could allow the attacker to change all                           
other users passwords. This type of vulnerability exists due to not sanitizing user                         
input. Due to data being altered, this type of vulnerability if exploited would result in                             
loss of data integrity.  
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2.2.4 Database Exposure 
Likelihood: ​High - The attack does not require any special skill to exploit the attack                             
can be performed using automated tools such as SQLMap [3]. 
 
There exists a SQL injection vulnerability on the search page of the site that could                             
allow an attacker to view the contents of the tables in the database. This exists as                               
the site does not sanitize user input before using it to query the database. This                             
causes a loss of confidentiality for the data contained within and can expose                         
sensitive user information such as credit card details that are not stored in an                           
encrypted format. If a user had their credit card details stolen because they were                           
not encrypted this would cause damage to the reputation of the company. 

 

 

 

   

 11 



 
SCC 363 - Attack Report 20th March 2017 

2.3 Man In The Middle Vulnerabilities 
A man in the middle attack is where a communication between two parties, in this case a                                 
client and server, is intercepted and can then be edited before it is then sent to its                                 
destination [4].  

2.3.1 Register as a Admin User 
Likelihood: ​High - The site is not encrypted over SSL/TLS so it is easy for an attacker                                 
to intercept data and change data. 

 
There exists a vulnerability in the signup page that could allow an attacker to                           
register a new account as a admin user. This exists because when a new signup                             
request is submitted to the site the server will also get a isadmin parameter from                             
the user, normally this parameter is hidden from the user and set to ‘0’, but if an                                 
attacker intercepted this request and changed the value to ‘1’ and then sent the                           
request on to the site (a man in the middle attack) the newly created account would                               
have admin privileges. This exposes the admin page to an attacker which would give                           
them access to confidential information such as the account details of all the site’s                           
users and this would be a large privacy violation. To fix this the ​is_admin parameter                             
should not be retrieved from the client, there should also be a special page on the                               
admin panel for admins to make new admin users. 

In the above image you can see the isadmin parameter being set to ‘1’ and in the                                 
below image you can see the new ‘attacker’ account has access to the admin page. 
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In the image above you can see the attacker has successfully registered as an                           
administrator. 
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2.3.2 Negative Quantity Basket  
Likelihood: ​Medium - It is easy to intercept and change the data but it is unlikely                               
that the payment system would send the user money 
 
There exists a vulnerability in the basket of the site that could allow an attacker to                               
make the site owe the attacker money. When a user adds an item to their basket a                                 
request is sent with the quantity of each item added. If an attacker intercepts this                             
request and adds a minus sign in front of the quantity the basket will owe the user                                 
money. This could result in a financial loss for the company. This vulnerability exists                           
as the site does not check the input from the client before it is used. To fix this the                                     
input should be sanitized to remove any special characters such as minus signs                         
before it is used.  

 
 

 
Here we see an add to basket request being intercepted and changed to result in                             
the basket displaying a negative value, owning the attacker money. 
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2.3.3 Local File Inclusion In Messages 
Likelihood: ​Medium - The attacker must be logged into an admin account to exploit                           
this vulnerability but it is easy to exploit and can result in sensitive information such                             
as source code being disclosed. 

 

 
 

 
 
There exists a local file inclusion vulnerability in the way the site handles user                           
messages that could allow an attacker who is logged into an administrator account                         
to read files from the filesystem of the server. This exists as messages from the                             
contacts form are stored as files and ​messages.php takes a file to read as input                             
however it does not sanitize the input to remove file paths and this allows an                             
attacker to enter the filepath of a known file on the server such as the ​/etc/passwd                               
file. Below is a screenshot of the attack, the message.php was passed a file path of                               
the ​/etc/passwd file and this was then displayed. This vulnerability could allow an                         
attacker to read configuration files with passwords from the server, however it                       
requires the attacker to be logged into an admin account to exploit. This can also be                               
used to view the PHP source code of the site. To fix this the messages file should                                 
hardcode the directory to look in and should strip any special filesystem characters                         
such as slashes. 
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2.4 Cross Site Request Forgery Vulnerability 
Cross-Site Request Forgery is an attack that forces an end user to execute unwanted actions on                               
a web application in which they're currently authenticated. By clicking on a malicious link, the                             
victim involuntarily sends a request to the vulnerable website [5]. 

2.4.1 Cross Site Request Forgery 
Likelihood: ​High - This vulnerability is easy to find and exploit however it requires                           
social engineering a user to visit a page to exploit 

 
There exists a vulnerability in the ​addtobasket page that allows an attacker to                         
perform a cross site request forgery attack and add items to a user's basket.  

 
This exists because the site is using a ​GET request to add items to the basket instead                                 
of a post and does not use a CSRF token to ensure the request came from the site.                                   
This could cause reputational damage to the site as the user will think the site is                               
adding things to their basket and this could also result in financial damage to the                             
site as they may have to process refunds for users who were unaware items were                             
added to their basket. 
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2.5 Cross-site Scripting (XSS) Vulnerabilities  
A Cross-Site Scripting (XSS) attack is where it is possible to inject malicious scripts into a                               
site/application. These type of attacks occur when user input is not sanitized and used                           
within another page. There are different types of XSS vulnerabilities two of the most                           
common being Stored XSS and Reflected XSS. A stored XSS attack is where the malicious                             
script is stored on the sites web server and served from there. A reflected XSS attack is                                 
where the malicious script is reflected of a page on the site, a search url that contains                                 
javascript code for the search parameter that a victim must click. When a victim clicks the                               
link they are taken to the search page and the malicious script from the URL is then                                 
executed on the page [6]. 

2.5.1 Stored XSS in Contacts Page 
Likelihood: ​High - This requires no interaction on the part of the victim and can be                               
exploited by an unauthenticated attacker 

 
There exists a vulnerability in the contacts page that could allow an attacker to                           
perform a stored XSS attack against the site’s administrators. The site does not                         
sanitize input in the contacts form and if an attacker enters Javascript code in the                             
form it will be stored and executed when a admin views the message on the admin                               
panel. A XSS attack would give the malicious script the information stored in the                           
victim's browser such as cookies and session tokens. This could allow an attacker to                           
steal a session token for the site and use it to log into the admins account. This                                 
vulnerability can be fixed by sanitizing all user input in the contacts form before                           
storing it.  

 
 
Above is an example of this attack. The attacker has entered Javascript into the                           
contact form of the site and when the admin has loaded the attacker’s message, the                             
script is run.   
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2.5.2 Reflected XSS in Search Page 
Likelihood: ​Low - As the search parameters are not in the URL it would require a                               
user to copy and paste the script tag to perform this attack. 

 

 
 
There is another XSS vulnerability inside the website’s search feature. This                     
vulnerability can also allow attackers to perform the attack on the registered users                         
of the site. As discussed in the contacts page vulnerability, user input is not sanitised                             
which is why the search feature is exposed to Javascript code attacks. In the case of                               
this vulnerability, the user would be socially engineered into performing the attack                       
e.g. making the user click on a link. This would allow the attacker to steal a user's                                 
cookie and use it to log in to the site. This vulnerability can be fixed by sanitizing                                 
user input.  

 
 
 
Above is an example of a ‘hello’ alert script generated through                     
<script>alert(“hello”);</script>​. This shows how easily an attacker might be                 
run Javascript code and attack the site. 

 
The implications of reflected XSS and stored XSS vulnerabilities are very high as once                           
an attacker gains access to the admin account, they will be able to have full control                               
over the site. This can mean that the business can fail to the point of no recovery.                                 
User confidentiality would also be affected as the business would gain a bad                         
reputation.  
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3 Recommendations 
Based on our findings we have developed a number of recommendations for the site to                             
secure their system and help prevent these types of vulnerabilities in the future. 

3.1 Sanitize User Input 
Of the vulnerabilities found, a large number of them stem from the fact that the application                               
is not sanitizing user input. The SQL injections and XSS attacks can be prevented by                             
removing any special characters from any user input before any operation is performed                         
with that data. This ensures that the user is not able to enter SQL queries or HTML data                                   
and have the application execute it. 

3.2 Use Parameterized Queries 
Parameterized queries (sometimes called prepared statements) is where parameters are                   
placeholders in a query and the actual parameter is supplied at execution time.                         
Parameterized queries are a commonly used method for preventing SQL injection [7]. 

3.3 Don't Store Plaintext Passwords 
The site stores users passwords in plain text and the passwords are available to everyone                             
who is able to access the admin page. This is very bad security practice, user data such as                                   
passwords should never be stored in plain text, it should be securely hashed with a                             
password hashing algorithm such as bcrypt [8]. This will prevent anyone with a copy of the                               
database such as an attacker who has exploited an SQL flaw from being able to decrypt the                                 
sites users passwords.  

3.4 Encrypt Client Connections Using SSL/TLS 
Currently the site is not using TLS to encrypt connections. This means that sensitive data                             
such as login information and payment information is being sent over plain text and can be                               
intercepted by an attacker who is then able to read the sensitive information. The site                             
should obtain a TLS certificate and all pages should be served over HTTPS. The site can use                                 
a free service called LetsEncrypt [9] to obtain a certificate.  
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5 Appendix A: Exploit Code 

5.1 Cross Site Request Forgery 
<html> 

<head> 

<title>CSRF Attack</title>  

</head> 

<body> 

<h1>Check your basket</h1> 

<img 

src="http://192.168.56.101/addtobasket.php?Green_t-shirt=4&Yellow_t-shirt=4&Red_t

-shirt=4&Black_t-shirt=4&Charcoal_t-shirt=4" /> 

</body> 

</html> 

 
The ​<img> tag will result in a get request to the site with the quantities of items to add. If                                       
the user is authenticated the items will be added to the basket. 

5.2 SQL Injections 

5.2.1 Login Without Password 
username’# - This will comment out the password check in the SQL statement so the               
result will always be true when a username is found and the attacker will be logged in  

5.2.2 Register As Admin 
pass', 1, 'NULL', '000', 'NULL');# - This will finish the rest of the user insert               
statement and comment the original statement out. After ‘pass’ the ​isadmin value is set              
‘1’ so the new user will be admin. 

5.2.3 Change Users Password 
2', password='new' WHERE userid='1';# - This will edit the password of a provided             
user ID and then comment the rest of the original query out 
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5.2.4 Database Exposure 
attacker' UNION (SELECT username, password, is_admin FROM users);# - This          
will make a union of the product fields within the search file and the user details that we                  
select. As there are only 3 products fields being selected by the search file we can only                 
select 3 at a time. 

5.3 Cross Site Scripting 
<script>alert(“Hello”);</script> - This will run as a script and it will create an             

alert popup 
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