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I. INTRODUCTION

Meltdown® and Spectre?> are recently-
discovered hardware vulnerabilities present in a
range of modern microprocessors. They were
initially disclosed to vendors on Jul 28 2017 and
publicly announced early on Jan 3rd 2018
following leaks in The Register [1].

Il. EXPLOITED TECHNOLOGIES

Out-of-order processing refers to the CPU’s
low-level re- arranging of multiple instructions
into a more efficient order- ing. Speculative
execution attempts to predict data that will be
moved into memory and executes waiting
instructions on it. A correct guess means the
processing is already complete when the actual
data arrives; an incorrect guess means the
instruc- tions must be run now on the real data,
which would have been the case anyway. This
execution produces measurable side effects.

im. MELTDOWN

Meltdown exploits out-of-order processing to
retrieve data before access checks are
performed against the user, ‘allowing [one] to
read arbitrary physical memory from an
unprivileged user program’ [2]. An attacker can
use this to read restricted kernel memory space
addresses, which may contain sensitive data
such as passwords. Meltdown impacts almost
‘every [Intel] processor since 1995’ [3] and some
ARM processors [4].

Patches are available for affected CPUs, relying
on Kernel Page Table Isolation—moving the
kernel address space out of each individual
process’ space. There is some debate as to
exactly how much of a performance impact the
implementation of these patches will have, but it
appears to be between 5-30%, depending on the
jobs being performed [5][6].
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IV. SPECTRE

Spectre abuses speculative execution and
timing attacks to determine the content of
arbitrary memory addresses, allowing for inter-
and intra-process data exfiltration. This is a
particular issue for cloud service providers using
shared infrastructure, as an attacker could
conceivably access data stored on any legitimate
client's instance. Two variants of Spectre
vulnerabilities have been identified thus far.

This vulnerability is harder to patch against. Not
only does it potentially affect ‘all modern
processors’ [2], but it is a hardware-level exploit.
The original CERT vulnerability note simply
stated that ‘fully removing the vulnerability
requires replacing vulnerable CPU hardware.’
[7] The original paper states that ‘sound
solutions will require fixes to processor designs
as well as wupdates to instruction set
architectures’ [8]. The impact of Spectre is likely
to be long-felt; ‘we’ll be playing whack-the-
vulnerability with Spectre until at least the next
generation of silicon.’ [9] Program recompilation,
kernel- level countermeasures and CPU
microcode updates are already required to
mitigate just these first two variants.

I. THE FUTURE

Both of these vulnerabilities are poised to
remain a headache for the foreseeable future,
moreso Spectre. Whilst Meltdown is patchable,
the hefty performance tax it can impose and
the difficulty (if not impossibility) of patching all
vulnerable devices may lead to limited
protection.

Schnier writes that this, coupled with the
discovery of Intel Management Engine
vulnerabilities, has announced the age of
‘attacks against hardware, as opposed to
software, [becoming] more common.’ [10] The
Register goes further, proselytizing about the
death of Moore’s Law as ‘the computer science
behind microprocessor design . . . learns that its
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optimisation techniques can be weaponised’
[11].

The RISC-V Foundation wasted no time pointing
out that their chips were among the few not
affected by the vulnerabilities, and reiterated the
benefits of open-source development on
security [12].

Cyber Securlty

In the short-term, expect to see some
organisations’ plans to migrate data onto public
cloud services delayed— particularly those
dealing with sensitive data, such as health- care
providers—and possibly a trend towards
dedicated servers over shared infrastructure. In
a year or two, redesigned chips should be ready
for release. Cloud providers in particular will
begin upgrading their hardware en masse. With
its near- monopoly, Intel will be the primary
beneficiery of this pur- chasing, and any drop in
its share price after the Meltdown and Spectre
disclosures will be duly forgotten.
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